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Abstract

With reducing feature size, increasing chip capacity, and
increasing clock speed, microprocessors are becoming in-
creasingly susceptible to transient (soft) errors. Tradi-
tionally, soft error rates have been defined in terms of
the rate at which the hardware generates erroneous re-
sults due to faults. However, this definition does not fit a
high performance microprocessor model, consisting of var-
ious hardware modules and executing instructions. This
is because a transient error in a hardware module does
not necessarily generate a fault in program execution, be-
cause the faulty hardware may not be in use when an
error occurs. In addition, the faulty instruction resulting
from the faulty hardware may not contribute to the final
result of the program. Hence, it is imperative to trans-
form hardware error rates into instruction error rates that
can be used in a high performance processor.

In this paper, we introduce a detailed analytical transient
error model that transforms hardware error rates into in-
struction error rate. The model decomposes the processor
into different functional entities each with its own mean
time between failures (MTBF), and derives a mean in-
struction error rate (MIER) metric that gives the error
rate in terms of failed instructions per unit time. We
compared the MIER generated by the analytical model
with that generated by an experimental model and found
that the analytical model gives an accurate measure of
the instruction error rate. We then apply the analytical
model to study how different hardware parameters affect
the error generation in a high performance microproces-
sor. We also apply the model to compare the performance
of various error detection and recovery techniques.

Keywords: High Performance Processors, Concur-
rent Error Detection and Recovery, Transient Error
Models, Mean Time Between Failures, Mean Instruc-
tion Error Rate

1 Introduction

With the current trends in transistor size, voltage
and clock frequency, microprocessors are becoming
increasingly susceptible to hardware failures. Hard-
ware errors in the current technology are predomi-
nantly transient errors [3, 13| that occur randomly
due to various reasons such as electromagnetic influ-
ences, alpha particle radiations, power supply fluc-
tuations due to ground bounce, crosstalk or glitches,
and partially defective components and loose connec-
tions. Transient errors do not permanently damage
an electronic device, but cause a one-time change that
vanishes when a new data (voltage) is applied. With
the widespread use of computer systems for applica-
tions that are critical to our health, safety, and finan-
cial security, ensuring reliable computing in commer-
cial computer systems has become extremely impor-
tant. Transient hardware errors are troublesome be-
cause they elude most of the current testing methods.
In addition, current trends suggest that transient er-
rors will be an increasing burden for microprocessor
designers [17], especially for target applications where
the transient error rate can be unexpectedly high and
a failure due to a transient error is unacceptable (such
as space system and military applications).

Transient hardware error rates are measured in terms
of transient errors generated in the hardware per unit
time. This transient error model does not fit the
high performance microprocessor model. High per-
formance microprocessors execute instructions using
an enormous amount of hardware which can generate
transient errors. However, every transient hardware
error generated in a microprocessor will not necessar-
ily result in a faulty execution, because the hardware
that generated an error may not be in use at the time
when the error was generated. For instance, a tran-
sient error that flips a bit in one of the inputs of an
ALU that is not being used will not result in a faulty



execution. Even if a transient error results in a fault
in an instruction, the faulty instruction may not con-
tribute to the final outcome of the program, thus not
resulting in a faulty execution. For instance, tran-
sient errors generating faults in instructions whose
results are not used and in instructions along a mis-
predicted path. In a high performance microproces-
sor, transient faults do not matter as long as the final
outcome of the program is correct. Hence, it is im-
perative that the hardware error rate is transformed
into instruction error rate.

In this paper, we present a detailed analytical tran-
sient error model that transforms the hardware error
rates into instruction error rate. This model derives
a single mean instruction error rate (MIER) metric
that gives the error rate in terms of failed instruc-
tions per unit time, by decomposing the processor
into different functional entities each with its own
mean time between failures (MTBF). Such a metric
is important because the rate at which instructions
fail is required to measure the performance of any
error detection and recovery technique used in high
performance processors. For instance, consider that
a new error detection and recovery technique is de-
veloped for register files that make the register files
transient error tolerant. In such a case, the contribu-
tion of the register files to MIER (in the analytical
model) can be discarded to get the new instruction
error rate. In addition, MIER can be useful in de-
termining the MTBF's of the various functional units
for a target overall reliability of a high performance
microprocessor. For instance, if a processor is to be
used for a certain application, and once the behav-
ior of the application and underlying susceptibility of
hardware modules to failures is known, the processor
can be designed accordingly to give better reliability.

We also check the correctness of the analytical model
by inducing errors in a cycle-accurate high perfor-
mance microprocessor simulator. In our experiments,
we induce errors in each of the functional units de-
pending on the MTBF of that unit and random num-
ber generation. We found that the MIER calculated
using the analytical model follows very closely to the
instruction error rate obtained for the experimental
model. We then apply the analytical model to study
how different hardware parameters affect the number
of errors generated in a microprocessor, and to com-
pare the performance of various error detection and
recovery techniques.

The rest of the paper is organized as follows. Section
2 discusses the analytical and the experimental tran-
sient error models for a high performance micropro-
cessor. Section 3 presents the results of experiments

conduct to corroborate the analytical model. Sec-
tion 4 discusses the performance of microprocessors
in the presence of errors. Section 5 applies the ana-
lytical model to study the effects of various hardware
parameters on error generation. Section 6 compares
the performance of various error detection and re-
covery techniques. Section 7 presents related work.
Finally, in Section 8, we conclude.

2 Transient Error Models

2.1 Analytical Model

In performing the reliability analysis of a processor,
it is almost impossible to treat the processor in its
entirety because of its complexity. Hence, the logical
approach is to decompose the processor into differ-
ent functional entities. For an instruction to commit
without any errors, all the functional entities used
by the instruction should be correct. This will in-
clude functional entities in both the datapath and
the control path of the instruction. So, the probabil-
ity that an instruction commits without any errors
can be given by:
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where 1 to x, are the different hardware structures
used by the instruction, P(z;) is the probability that
the hardware structure x; does not have any errors,
MTBF; is the mean time between failures of struc-
ture xz;, and JA; is the failure rate of structure x;. A;
depends on the radiation flux rate, the technology
parameters, and the implementation of the circuit.
Equation (1) assumes that the errors in the different
hardware structures are independent of each other,
and that each structure exhibits a constant failure
rate. However, if all the hardware entities (such as
latches and multiplexors) used in the execution of an
instruction are considered separately, the processor
may have to be decomposed into millions of entities.
This will make the model very cumbersome.

In our error model, we partition the processor into
different data storage structures (R) each of size S,
where each structure has its own failure rate Ag. Ag
only includes errors that change the stored value in a
data storage structure (once the value has been writ-
ten in the structure). So, the failure rate of each entry
in a data storage structure R of size S will be ’\?R, as-
suming an equal distribution of the failures among
all the entries. The remaining active elements in the



processor (such as the control logic, the muxes, the
wires, etc.), where a transient error can occur are
combined together into a single structure. We call
this structure the active structure (A), with a fail-
ure rate A4. Note that A4 also includes failures in
the process of writing into and reading from the data
storage elements. There is an active structure for
each pipeline stage of the processor, consisting of the
active elements used in that pipeline stage. However,
for a pipeline stage of width W (the pipeline stage
can process W instructions in parallel), an instruc-
tion functions correctly if the pipeline used by the
instruction is correct. Hence, for a single instruction,
the active structure error rate for an active structure
A of width W will be )‘WA Our model also assumes
that transient errors in different hardware structures
are independent of each other, and that each struc-
ture exhibits a constant failure rate. The probability
that an instruction commits without any errors now
becomes:
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where r; depicts the unique data storage structure en-
tries accessed by the instruction, and a; depicts the
pipelines used by the instruction. Assuming a con-
stant instruction error rate (in terms of instructions
failed per unit time), the instruction error rate can

. ; . Aa;
be given from equation (4) as i, }‘; D ?:1 .
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The instruction error rate considers the hardware er-
rors that can occur at the instant the hardware is
used by the instruction. However, once a storage en-
try is written, an error that occurs in the entry in any
cycle till the entry is read by an instruction will fail
the instruction. For instance, consider that a register
is written at time ¢, and an error occurs in the register
at time ¢ + z. Even though, no instruction is reading
the register at time ¢ + z, any instruction that reads
the register after time ¢ + z will fail. This suggests
that the error rate of a storage entry should be mul-
tiplied by the average number of cycles the storage
entry is in use. We denote this number of cycles by
C. For instance, if a register is used by 2 instruc-
tions, where one instruction reads the value 2 cycles
after it is written and the second instruction reads the
value 4 cycles after it is written, then for this partic-
ular storage entry, C' = 3. C is equal to zero for the
cases when the data storage entry is never used once

it is written. Note that, if the storage structure is a
queue where instructions wait (such as an issue queue
or the ROB or the load/store queue), the C signifies
the number of cycles spent by an instruction in the
queue.

Active structures comprise of two components: the
static logic and the latches, and the error rate of an
active structure (A 4; ) is the addition of the error rate
of the static logic and that of the latches. At present,
the contribution of the static logic to the overall error
rate is assumed to be small [7]. Hence, for all prac-
tical purposes, A4, can be assumed to be the error
rates in the latches (most of which are utilized as in-
terfaces between the various pipeline stages). Instruc-
tions stall for different number of cycles in various
latches between the pipeline stages, which increases
the probability of an error in that particular latch
and hence in that particular active structure. When
considering pipeline stalls, A4; has to be multiplied
by the average number of cycles an instruction stalls
in the pipeline stage A;. We denote this number of
cycles by X. Hence, the instruction error rate (which
we denote by MIER) now becomes:

n AR; k A J

In equation (5), C; denotes the average number of
cycles that an entry of the storage structure R; is
in use (averaged over the entire program execution).
Similarly, X; denotes the average number of cycles
that an instruction stalls in a pipeline stage (again,
averaged over the entire program execution). Shiv-
akumar, et. al. [14] predict that the contribution
of the static logic may soon equal that of latches, in
which case, equation (5) will have to be modified.

Different instructions access different data storage
structures. For instance, some instructions use the
branch predictor, whereas the others do not. Simi-
larly, some instructions may use the register file and
the others may get their values from data forwarding
or as an immediate value. Hence, we weigh each data
storage structure (R;) (in equation (5)) by the per-
centage of instructions (out of the total committed)
that access that structure (Pg;). Pg; also takes into
account the cases where an instruction may have mul-
tiple unique accesses to the structure (for instance,
an instruction reading 2 different registers). How-
ever, we assume that all instructions go through all
the pipeline stages, even if an instruction does not
use a pipeline stage (e.g. non-memory instructions
need not go through the memory-accessing pipeline
stages). Note that we use the percentage of instruc-
tions out of the total committed because an error in



an instruction along a mispredicted path will not re-
sult in a wrong program outcome. Hence, MIER is
given by:

MIER =

A
(i 28 CiPri + X175 32 X5) (6)

Equation (6) gives the instruction error rate only for
instructions along the correct path of execution, if
one instruction is executed per cycle. Since multiple
instructions go through the pipelines simultaneously
in a superscalar processor, the instruction error rate
of equation (6) is multiplied by the average number
of useful instructions (those that commit) executing
simultaneously (i. e. IPC). Hence, MIER is given by:

MIER = (X8 28 0iPpy + Y85 “J X;) x IPC

(7)

In equations (6) and (7), TR gives the total number
of data storage structures in the processor, and PS
gives the total number of pipeline stages. Note that
there may be some instructions that are committed
but do not affect the program outcome, such as those
that write a register which is never used. An error
in such an instruction is included in the MIER com-
puted using equation (7), because such instructions
do contribute to the instruction failure rate. If such
errors are not to be considered, equation (7) can be
multiplied by the percentage of instructions that do
affect the program outcome. Similarly, branch in-
structions may use wrong values but result in correct
branch outcome, thus not affecting the program ex-
ecution. MIER in equation (7) also includes such
branch instructions.

The transient error model given by equation (7) has a
limitation that the values of parameters such as Pg;,
X, Cs, and IPC have to be measured using simu-
lations to get an accurate MIER. In addition, the
model assumes that the MTBFs of the hardware mod-
ules remains constant, whereas, they could change
with changes in operating conditions such as temper-
ature.

2.2 Experimental Model

We also propose a detailed experimental model where
errors are induced while simulating benchmarks on a
high performance microprocessor simulator. In our
experiments, errors are generated in the various hard-
ware entities, based on the MTBF of the entity. To
generate an error in our experimental transient error
model, we generate a set of random numbers (one
for each of the data storage structures and the active

structures, as described in the previous section) ev-
ery cycle. For each of the data storage structures in
the processor, we generate an error in one of the bits
of one of the entries of that structure based on the
MTBF and the random number generated for that
structure. To decide the entry and the bit in that
entry where an error is induced, another set of ran-
dom numbers are generated. The data storage entry
is then marked as faulty. Whenever an instruction
accesses a particular storage structure, and an error
is encountered in the entry accessed, the instruction
is also marked as faulty. Similar process is used to
generate an active error in one of the active struc-
tures (pipeline stages). The random number gener-
ated and the MTBFs for the active structures deter-
mine whether an error will occur in any of the active
structures. If an error occurs in an active structure,
then based on more random number generations, an
error is induced in one of the pipelines in that particu-
lar active structure, and if an instruction is executing
on that pipeline, it is marked as faulty. If there are
no instructions executing on the pipeline where the
error is induced, then no errors occur. When an in-
struction commits, it is checked for an error. The
number of failed committed instructions and the to-
tal number of cycles spent in execution are counted
to determine MIER.

2.3 Component MTBF

The MTBF of any hardware module depends on the
radiation flux rate and the underlying circuit error
rate. Radiation flux rate results from the contami-
nation in the packaging material, and the terrestrial
neutrons, and can depend on the geographical loca-
tion of the chip. The circuit error rate depends on
the technology and the implementation of the circuit.
Overall, the soft error rate of a hardware module is
generally estimated using radiation testing and cir-
cuit simulation tools [5]. However, all the soft errors
do not affect the program outcome. For instance, er-
rors in the static logic may not propagate to the for-
ward latch (e. g. if the error does not occur within
the setup and hold time of the forward latch) [14],
thus not affecting the program outcome. This can be
taken into consideration by multiplying the soft error
rate of a circuit cell by its timing vulnerability factor
[5, 12].

Next, we corroborate the instruction error rate ob-
tained from the analytical model with that obtained
from the experimental model.



| Parameter | Value | | Parameter | Value |
Fetch/Decode/ 8 instructions FP FUs 3 ALU,
Commit Width 1 Mul/Div
Unified 128 INT/128 FP entries, Int. FUs 4 ALU, 2 AGU
Phy. Register File 2-cycle acc. lat. 1 Mul/Div
1-cycle inter-subsystem lat. ROB Size 256
Issue Width 5/3 INT/FP instructions Issue Queue | 96 INT/64 FP Instructions
Branch Predictor Gshare 4K entries BTB Size 4K entries, 2-way assoc.
L1 - I-cache 32K, direct-map, L1 - D-cache 32K, 4-way assoc.,
2 cycle latency 2 cycle latency, 2 r/w ports
Memory Latency 100 cycles first word L2 - cache unified 512K,
2 cycle/inter-word 8-way assoc., 10 cycles

Table 1: Baseline Processor Hardware Parameters for the Experimental Evaluation

3 Experimental Results

3.1 Experimental Setup

The hardware parameters for the base superscalar
processor are given in Table 1. We use a modified
SimpleScalar simulator [2], simulating a 32-bit PISA
architecture. In our simulator, instead of having a
unified RUU depicting the issue queue, register file
and ROB, we have separate ROB, issue queues, and
register files. We use a unified physical and archi-
tectural register file where the architectural regis-
ters are committed in the physical register file itself.
Our base pipeline consists of 9 front-end stages. For
benchmarks, we use a collection of 5 SPEC2000 in-
teger (vpr, mcf, parser, bzip2, and gcc), and 8 FP
(wupwise, applu, art, ammp, swim, equake, mgrid,
and apsi) benchmarks. The statistics are collected
for 1B instructions after skipping the first 2B instruc-
tions.

In our transient error models, the data storage struc-
tures that we consider are the ROB, the integer and
floating point register files, the rename map table,
the load/store queue, the branch predictor, and the
issue queue. As discussed in Section 2.3, the com-
ponent MTBFs are computed using extensive test-
ing. In our experiments, we assume different values
of MTBFs for the components to corroborate the an-
alytical model. To obtain MIER from the analytical
model, we run the simulations to get the parameters
used in equation (7). In the experimental model, the
random numbers generated in our experiments have
a very large period, approximately 16 x (23! — 1),
which ensures that the pattern of random numbers
generated repeats for a different set of instructions.
We observed that even though the pattern of random
numbers repeated, there never was a case where the
pattern of errors repeated. For instance, if in one set
of random numbers an error was induced in the 10"

bit of the 20" register in the integer register file, the
same error was not repeated when the same pattern
of random numbers were encountered.

3.2 Experimental Results

We measure MIER in terms of failed instructions per
cycle for both the analytical and the experimental
transient error model. For this, we use MTBF's of
the various hardware entities in terms of number of
cycles between failures. In our experiments, we use
the same MTBF for all the hardware (data storage as
well as active) structures. Figure 1 shows the aver-
age (over all the benchmarks studied) percentage dif-
ference of MIER obtained from the analytical model
with respect to the experimental model, as MTBFs
for the hardware structures is varied from 1 x 107 cy-
cles to 100 cycles. We do not choose values greater
than 1 x 107 cycles because some hundred million cy-
cles are only required to execute the 1B instructions.
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Figure 1: Average percentage difference in MIER ob-
tained from analytical model wrt that obtained from
experimental model

Figure 1 shows that the MIER obtained from the an-
alytical model is very close to that obtained from
the experimental model. This is especially true for
larger MTBFs. For lower MTBFs, the percentage
difference between the analytical and the experimen-



tal model increases, with the analytical model always
giving more number of errors than the experimental
model. This discrepancy between the analytical and
the experimental models results because the analyt-
ical model assumes that each hardware error results
in an error in a unique instruction. In practice, this
may not be true for low MTBFs, where multiple er-
rors may be encountered by a single instructions and
the experimental model will count such an instruc-
tion only once. As MTBF decreases, the number
of such instances, where the analytical model com-
putes multiple errors and the experimental model just
one, increases. Our experiments show that MIER
obtained from the analytical model reaches almost
10% more than that obtained from the experimental
model for an MTBF of 100 cycles. We repeated the
experiments for various hardware configurations, and
observed very similar results. For instance, we mea-
sured the M IER with both the analytical and exper-
imental models as the pipeline depth and width are
changed and the sizes of the different storage struc-
tures are changed, and found that the MIER obtained
from the analytical model closely followed that ob-
tained from the experimental model.

We also measured the difference in MIER between the
analytical and the experimental model, when consid-
ering errors in only the data storage structures and
when considering errors in only the active structures.
Figure 2 presents the results. As seen in Figure 2,
the difference in MIER is more for the active struc-
tures, because the probability of an instruction en-
countering multiple errors due to active structures is
more than that due to data storage structures. An
instruction only accesses certain entries in the vari-
ous data storage structures, and for an instruction to
encounter multiple errors, multiple entries accessed
by the instruction must be faulty, which should in-
tuitively have a low probability. This is especially
true when the storage structures have a large num-
ber of entries and the entries get over-written very
quickly. However, as an instruction flows down a
pipeline, there is a higher probability that an error
occurs in the pipeline used by the instruction in mul-
tiple pipeline stages, especially if the instruction stalls
for a number of cycles in the various pipeline stages.

4 Performance with Errors

To measure the performance of a system in the pres-
ence of errors, we require the total number of errors
encountered and the penalty (in terms of the number
of cycles) for each error. If T is the total number of
instructions committed, and F is the total number of
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Figure 2: Average percentage difference in MIER
obtained from analytical model wrt that obtained
from experimental model, for just the data storage
structures and active structures

errors encountered, then E is given by:

E = MIER x Executiontime = Z x I  (8)

AR S Aa;
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If the execution cycles of an application (without any
errors) is given by E,,., then the execution cycles with
errors will be given by E,. + F X N, where N is the
error penalty in terms of the number of cycles wasted
when an error is encountered. In most of the error
detection and recovery techniques [9, 10, 11, 16, 4],
where multiple copies of the same instructions are
executed and their results are corroborated at the
commit time, error penalty can be considered to be
equal to the pipeline depth plus the number of cycles
taken to recover from the error.

5 Impact of Hardware Parame-
ters on Errors

For any hardware modifications to give performance
improvement, the improvement in execution time due
to the modification should overweigh the impact of
the modification on the number of errors and the cy-
cles wasted for an error. In this section, we discuss
the impact of various hardware parameters on the
number of errors encountered, and hence on the per-
formance of the system. The first parameter that
we consider is the pipeline depth. An increase in the
pipeline depth will increase the error rate of the active
structures, mainly because of an increase in the num-
ber of pipeline stages PSS, which increases the number
of latches used in the microprocessor. Pg; will gen-
erally remain constant with an increase in pipelin-
ing. Increasing pipeline depth will also increase Cj
because the values will remain in the data storage



structures for more number of cycles. Similarly, in-
creasing pipeline depth may also increase X;. Hence,
an increase in pipeline depth will increase the number
of errors, and may also increase the error penalty.

Next, we consider speculative hardwares (such as a
data value predictor) that may be used to improve
the performance of a microprocessor. These hard-
ware structures usually consist of a predictor table,
used for making the predictions. With an addition
of speculative hardwares, a change in the number of
errors depends on the change in Cy, X;, and A4;. All
the other parameters in equation (8) are expected to
remain the same. Note that we do not include the
error rate in the predictor table in determining the
change in the number of errors, because any errors in
the predictor table will affect the speculation accu-
racy, and hence C; and X;. Therefore, the error rate
of the predictor table will be reflected in the change
in C; and X ;. The error rate of the active structure in
the pipeline stage in which the speculative hardware
is accessed may increase due to the addition of the
predictor. However, the major impact of speculative
hardware will be on C; and X, where C; and X; may
reduce due to correct speculations (because of a faster
passage of the instructions through the pipeline), and
increase due to misspeculations (because of misspec-
ulation penalties). Overall, any speculative technique
with high prediction accuracy can result in a reduc-
tion in C; and X}, thereby reducing the number of
errors and improving performance.

Next, we consider modifications to the size of non-
speculative data storage elements (such as the reg-
ister files and ROB). Size modifications of these ele-
ments will affect the number of errors by affecting Cj,
Xj, and A 4;. We assume that the error rate per entry
of the storage element does not change with a change
in the size of the element (because of a corresponding
increase in Ag;). A 4; is affected because some mod-
ifications may be required in the active structures in
the pipeline stages where the data storage elements
are accessed. However, as in the case of speculative
hardware, non-speculative storage elements will have
a major impact only on C; and X;. An increase in
the size of such elements will generally decrease C;
and X, because of faster execution of instructions.
Overall, it is expected that the number of errors will
reduce as the size of the non-speculative data stor-
age elements is increased, resulting in a better per-
formance.

Our experiments with various hardware configura-
tions confirmed the analysis. We do not present the
results here to conserve space.

6 Comparative Studies

In this section, we compare the various error detec-
tion and recovery techniques proposed in the litera-
ture, based on the analytical model of Section 2.1.
First, we compare the single-chip simultaneous ex-
ecution (SME) [9] and single-chip slacked execution
(SSE) [10, 11, 16, 4] error detection and recovery tech-
niques. In SME, an application is simultaneously run
multiple times on the same chip and the results of the
various runs are corroborated for error detection. In
SSE, an application is still run multiple times on the
same chip, however, the replicated execution thread
runs at a slack (of a few instructions) with respect to
the original execution thread. All the parameters of
equation (8) remain same for both the SSE and SMFE
techniques, except C; and X, provided the hardware
used for the both the approaches is the same. There
may be some differences in the hardware, because
SME uses a replication hardware, and may also use
another pipeline stage for replication, whereas SSE
may use multiple fetch units for the multiple threads.

C; and X; are lower for the SSE technique than for
the SME technique because of the slack between the
original and the replica thread. For instance, when-
ever the replica thread is stalled to maintain the
slack, most of the resources are available to the orig-
inal thread, and it runs faster. When the original
thread is stalled (maybe due to branch mispredic-
tion or load miss), most of the resources are avail-
able to the replica thread making it run faster. In
addition, the replica thread may not incur the penal-
ties due to load misses and branch mispredictions, if
the load miss has been serviced and the branch has
been evaluated for the original thread. Hence, the
instructions tend to flow through the pipeline faster,
if any of the thread is stalled. For cases where both
the original and the replica thread are not stalled, C;
and Xj; for the SSE technique are similar to that of
the SME technique, and for the cases where either of
the threads is stalled, C; and X; for the SSE tech-
nique are lower than the SME technique because the
instructions issue faster, the register values and the
maps get used faster, and instructions (especially the
replica instructions) get committed soon after they
are dispatched to the ROB. This suggests that the
errors encountered in the SSF technique will be lower
than that encountered in the SMFE technique. Studies
[16, 4] have already shown that the SSE technique is
expected to perform better than the SMF technique,
and combined with the low occurrence of errors in the
SSE technique, its overall performance is expected to
be better than that of the SME technique.



Next, we compare the SSE and the multi-chip simul-
taneous execution (MSE) error detection and recov-
ery techniques. In the MSFE technique, multiple chips
execute the same application simultaneously. If the
errors in the multiple chips are assumed to be inde-
pendent, then the total number of errors in the MSE
technique will be almost equal to twice that given
by equation (8). However, the number of errors en-
countered in the SSE technique will be more than
double of that given by equation (8). This is be-
cause, compared to an execution of a single thread,
double the number of instructions are committed for
the SSE technique, and C; and X are also higher.
However, the overall comparison between MSE and
SSE would also depend on the number of cycles re-
quired for recovering from an error, as MSE requires
off-chip communications for detection and recovery
of errors. If the error rate is lower, and the off-chip
communication can be performed off-line, then the
MSE technique is expected to perform better than
the SSE technique, which is expected because of the
additional hardware utilized in the MSFE technique.

7 Related Work

Techniques that simultaneously execute multiple
copies of the same stream of instructions have been
proposed for concurrent error detection and recov-
ery [9, 1, 8, 10, 11, 15, 16, 4]. Ray, Hoe, and Fal-
safi [9] use the same superscalar datapath to exe-
cute the multiple copies of an instruction for fault-
tolerance. Austin proposes a very different fault-
tolerant scheme [1] which comprises of an aggressive
out-of-order superscalar processor checked by a sim-
ple in-order checker processor. The fault-tolerant ar-
chitectures in [10, 11, 16, 4] use the inherent hard-
ware redundancy in simultaneous multithreading and
chip multiprocessors for concurrent error detection.
Patel and Fung [8] propose transforming the input
operands between redundant computations and com-
paring the results to expose a persistent fault.

As far as modeling the instruction error rate for per-
forming the trade-offs between performance and re-
liability, there has only been one other attempt by
Weaver, et. al. [17]. Weaver also realized that need
to transform the hardware error rate into instruction
error rate. Their model to define mean instruction to
failure (MITF), although similar to ours, is at a much
coarser granularity than ours. They define MITF in
terms of the raw error rate of the entire processor, the
IPC, the frequency of the processor, and the architec-
tural vulnerability factor [6] of the entire processor.
The architectural vulnerability of a structure depends

on the number of cycles that various values spend in
that structure (such as C; and X; in our model).
Our approach derives the instruction error rate using
the combined effect of the error rate of each hard-
ware structure inside the processor. Considering the
entire processor may give a skewed instruction error
rate for the following reasons: (i) not all the struc-
tures are used equally by the instructions, and the
error rate of each structure should be weighed by its
usage, (ii) the soft error rate of a hardware structure
may vary from another on the same die due to pro-
cess variations, and (iii) the architectural vulnerabil-
ity of a hardware module will differ from another. In
addition, if processors are built with different power
supplies and clock frequencies for the different mod-
ules, then considering the entire processor may not
even be practical.

8 Conclusion

With the current trends in transistor size, voltage,
and clock frequency, microprocessors are becoming
increasingly susceptible to transient (soft) failures.
Traditionally, soft error rates have been defined in
terms of the rate at which the hardware generates
erroneous results due to faults. However, this defini-
tion does not fit a high performance microprocessor
model, consisting of various hardware modules and
executing instructions. This is because a transient
error in a hardware module does not necessarily gen-
erate a fault in program execution, because the faulty
hardware may not be in use when an error occurs.
In addition, the faulty instruction resulting from the
faulty hardware may not contribute to the final result
of the program. Hence, it is imperative to transform
hardware error rates into instruction error rates that
can be used in a high performance processor.

In this paper, we present detailed analytical and ex-
perimental transient error models to transform the
hardware error rate into instruction error rate. We in-
troduced a mean instruction error rate (MIER) met-
ric that gives failed instructions per unit time. The
models employ a bottom-up approach, where they
decompose the hardware into separate entities, each
with its own mean time between failures. The models
then combine the hardware error rates of the differ-
ent entities to derive MIER. When deriving MIER,
the models also consider the architectural issues such
as the number of cycles the values and instructions
are alive in a pipeline. The instruction error rates
obtained from the two models were found to be very
consistent.

We then apply the analytical model to study how



different hardware parameters affect the number of
errors encountered in a processor. We also apply the
model to compare the performance of various error
detection and recovery techniques.
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